HANOVER COUNTY SHERIFF’S OFFICE SHIELD

AWARENESS THROUGH INFORMATION SHARING
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THE SHIELD PROGRAM

The SHIELD programestablishes a platform connected to a national
network to keep you informed as to what is occurring in our
community and abroad. The program is designed with an
understanding that crime and terrorism events throughout the
region, state, nation and even the world, can have an impact on our
Hanover community.

The SHIELD program provides community members and
organizations with information on emerging local and regional crime
Lb t!we¢bow{lLt 2L¢ trends as well as evolving terrorist threats that may impact Hanover

s D L C L g e e RS County. SHIELD is the central destination for community
9+9Dh¢ /| [ 9 organizations to obtain information and engage Sheriff& Office
- resources.

HANOVER CRIME TREND AWARENESS

During the month of
December 2018 the
maj ority o f
Office requests for
service have been in
Zone 20 and Zone 30,
which encompassmuch
of the downtown
Mechanicsvillearea and
areas near Rutland and
Atlee Station Road, as
well as along major
highways. Red indicates
high activity areas and blue indicates low activity areas.
Comparedto November 2018, December 2018 follows the same
pattern and concentration of incidents.

Figure 1: Shows all the incidents from December 2018.
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East End and Central Areas

In the month of December, Battlefield
Green and High Point Farms

(highlighted in RED) and Ash Creek, [
The Pines at Cold Harbor, and Bell |

Creek Park (highlighted in )
were our most active neighborhoods.

Calls for service from Battlefield Green
have increased by 40% compared to
November. The top incidents consisted
of domestic disputes, larcenies,
suspicious situations, and 911 hang
ups.

The amount of calls for service in High
Point Farms has decreased by 33%.
The top incidents consisted of 911
hang-ups, disorderly conduct, noise
complaints, suspicious activity,
attempts to locate, and traffic -related
incidents.

Ash Creek The Pines at Cold Harbor,
and Bell Creek Park calls for service
have all stayed the same compared to
November. The top incidents for Ash
Creek consisted of 911 hangups,
suspicious situations, forgery, and
domestic disputes. The Pines top calls
for service consisted of disorderly
conduct, attempts to locate, assists,
and suspicious situations. Bell Creek
Park calls for service consistal of
mostly 911 hang-ups and commercial
alarms.

Pebble Creek, Spring Meadows, The Bluffs at Bell Creek, Kosmo Village, Northlake, and Robin Ridge
are also noted to have a high number of service calls, mostly consisting of 911 hang-ups, mental
subjects (mostly from Robin Ridge), other incidents, larcenies, and suspicious activity.



INCIDENT ACTIVITY

HCSO Investigators Seek to ldentify
Robbery Suspect

Hanover, VAT OnDecember 7, 2018, at approxi mately
responded to a bank located in the 9600 block of Sliding Hill Road for a reported robbery.

The suspect entered the business and presented a note to the bank teller demanding money.
No weapon was displayed.

The suspect is described as a white male with eyeglasses, wearing a gray stocking cap,
beige-colored coat and blue jeans. He was last seen leaving the area on foot.

Photographs of the suspect are shown below.

Anyone with information about this incident is asked to contact the Hanover County
Sheri ffodés Of f i6&4® ordhe Mtr@ RichmondXente Stoppers at (804) 780-
1000.Ci ti zens can also downl oad the AP3 Tipso
Both Crime Stoppers methods are anonymous.
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Deputies Seek to Identify Larceny Suspect

Hanover, Va. i On December 19, 2018, deputies
responded to the AT&T store located in the 9200 block
of Chamberlayne Road for a reported shoplifting. The
suspect is believed to have stolen an electronic device
from the business.

The suspect is described as a Hispanic female with a
thick accent, 5 to 5 6 inheight, approximately 120 Ibs.,

with brown hair and brown eyes. The suspect was also
carrying an infant at the time of the incident.

Anyone with information about this incident, or who can
identify this suspect, is asked to contact the Hanover
County Sheriff& Office at (804) 365-6140 or the Metro

Richmond Crime Stoppers at (804) 780-1000. Citizens can
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also download the AP3 Tipsn app for their mobile devices to submit their tip. Both Crime Stoppers

methods are anonymous.



CRIME PREVENTION

SHIMMING

A new form of scamming or skimming has come to the attention of the technology experts and law

enf orcement . The new f ofihisisiasewegpanbee techfiqudérto skimmingg . 0
Shi mming is where the scammer attacks the chip i
the sl ot where you insert your c-dhnmdard-ni 2k dewide
embedded with a microchip. I f you put your card int

will copy and save your information, including your PIN and card number. It can be quickly and easily
installed into a machine by the scammer while they pretend to be conducting a transaction. If a
consumer inserts their card into a compromised gas pump, ATM, or retail point of sale reader, their
PIN and account number are captured. This begins the fraud. Shimmers are made of a thin, flexible,
printed circuit board and microprocessor chip and inserted in the capturing device. Once installed, the
microprocessor on the shimmer is programmed to function as a chip-in-the-middle, where it relays the
commands to the vict i mo scordirginfprmatianrfrdm thaerckdp céréh The shimh i |
has to be manually retrieved by the scammer before they can utilize the information they have
gathered. This information is later extracted by the attacker and used to clone fake magnetic strip

cards. Howev er , it canot be ubassdcartd Shimnerls are [ta@er ®© degect thani p
skimmers because they are completely inserted into the reader, making them virtually invisible. No
part of the shi mmer i s ext er naiteis takem apgart and examineéd. b e

Once the scammer has the information, the card can be cloned as a magnetic strip card to be used or
sold.

The shimmers have been proven successful, but only if the issuing banks fail to properly authorize card
transactions. By using different card verification values (CVV/Card Verification Value, the 3-digit number
on the back of your card) for chip cards and magnetic cards and regularly checking CVVs during
transactions, attackers will not be able to clone magnetic cards using this technique, thus effectively
preventing this category of fraud. Shimming-cloned cards can be used, however, in internet
transactions where a CVV is not required.




To reduce the risk for you as a consumer, we suggest you use gas pumps that are closest to the
cashieros booth or ATMs that a ralene where ischmmerng have b
unmonitored access to the machines. In addition, use your credit card when using any readers instead

of your debit card. The reason we suggest this is because your debit card is directly tied to your
checking or savings account, which may allow these thieves to drain your accounts; a creditcard i s n 0t
tied to your banking accounts. It is also a good idea to add alerts to your cards, change pa sswords
frequently and check your statements often.

Sources:
https://blog.dieboldnixdorf.com/atm -security-skimming-vs-shimming/#.XDZo8VxKiUk

https://krebsonsecurity.com/tag/atm -shimming/

https://www.helpnetsecurity.com/2018/05/11/atm -attacks/

http://www.nbc12.com/2019/01/01/scam -alert-shimming-is-new-skimming/



https://blog.dieboldnixdorf.com/atm-security-skimming-vs-shimming/#.XDZo8VxKiUk
https://krebsonsecurity.com/tag/atm-shimming/
https://www.helpnetsecurity.com/2018/05/11/atm-attacks/
http://www.nbc12.com/2019/01/01/scam-alert-shimming-is-new-skimming/

VIRGINIA
Credit Union.

An alert from your
credit union

We have had reports from several members that they have received a phone
call from an individual claiming to be a Virginia Credit Union representative
asking for them to provide and/or confirm the CVV number on the back of
their credit or debit card. As part of this attempt to gather information,
fraudsters are spoofing (replicating) a Virginia Credit Union phone number
50 that it looks like the call 15 comung from your credit union. Please be aware
that we will never call vou to ask for vour full credit or debit card mumber or
CVV number.

If vou have received a phone call from someone claiming to represent the
credit union and asking for personal information, please contact Member
services immediately at 804-323-6800 to let us know.
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This is an advertising message from your credit union about services that may be helpful to yow

This credit union is federally insured by the MCLUA,

If you wish to view the VACU Privacy Policy or update your email address, please visit cur website,
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at 7500 Boulders iew Orive, Richmond, VWirginia 23225




TERRORISM AWARENESS

GW EXTREMISM TRACKER

TERRORISM IN THE UNITED STATES

17

Program on Extremism

THE GEORGE WASHINGTON UNIVERSITY

INDIVIDUALS HAVE BEEN CHARGED IN THE U.S. ON OFFENSES RELATED
to the Istamic State (also known as 15, 1515, and [SIL) since March 2014, when the first amests eccurred. Of these-
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Arrests (Islamic State)

DAMON MICHAEL JOSEPH

o \EIH

Aurhorities  amested Damon Michasl Jossph, a
21-year-old resident of Holland, Chio, for allegedly
planning an attack on a local synagogue in the name
of the Islamic State. In May 2018, Joseph came o the
attention of authorities for his pro-1S activity on social
media. Incommunicationwith undercover FBl agents,
Joseph allegedly stated his support of 15, shared plans
1o attack a synagogue, and discussed conducting a
mass shooting. Authorities arrested Joseph once
he obtained (inoperable) semi-automatic rifles from

DECT

an undercover agent. On Decemiber 10, Joseph was
charged with one count of attempted material sup-

port 1o 15, zourcest Joseph AfFidavit in Support

of Criminel Complaint and Arrest Warrant, DOJ

Fress Releass, The Washington Post

TAYYAB TAHIR ISMAIL

i1 | EF) M F

Autherities charged Tayyab Tahir Ismail, @ 33-year
old resident of Pembroke Pines, Florida, for distribut-
ing information pertaining to explosives over the in-
ternet. From July to September 2018, Ismail allegedly




posted bomb-making instructions on encrypted mao-
bile messaging chat rooms used by IS sympathizers.
Ismail allegedly pulled the instructions from Google
searches, shared them in chat rooms and took steps
o hide his online activity by using YFNs, TOR and
other cyber securty applications. Authorities began
imvestigating Ismail in October 2010, when he al-
legedly made t=mmoristic threats at @ homeless shel-
ter. Additionally, from July 2015-4pril 2016 lsmail was
an associate of James Gonzalo Medina who was
comvicted for attempting to use a weapon of mass
destruction against a synagogue in Florida. During
the Meding investigation, Ismail allegedly expresssed
an affinity for 15 to an FBI confidential human source
and shared a jihadist propaganda website which he
ran. The criminal complaint states there is cause o
believe Ismail shared the explosives instructions in-
tending they be used to conduct vickence on behalf
of IS, Authorities arrested lsmail on December 14,

Sources: Iemail Criminal Complaint, DOJ FPreas

Release, Miami Herald

Legal Proceedings (IS & Other Groups)

IKAIKA ERIK KANG

.ii‘ Hl
DEC 4 @ _".

lkaika Erik Kang, a 35-year-old U5, Army Sergeant
formerly stationed at Wheeler Army Airfield in
Oahu, Hawaii, was sentenced 1o 25 years in priscn
on four counts for attempted material support 1o 15,
On August 29, 2018, Kang pleaded guilty 1o all four
counts, agreeing to the 25-yvear sentence and a 20-
yEar minimum supervised release after incarcers-
ton. According o court documents, Kang became
sympathetic to IS in 2016 when he began watching IS
propaganda online. After the Army referred his case
o the FBI, officials found |5 propaganda and classi-
fied military documents at his personal residence.
The subssguent investigation revealed Kang's mul-
tiple attermpts 1o provide material support, including
the provision of classified military documents to an
undercover agent which he belisved would assist 1S,
Authorities amested Kang on July 8, 2017 zouzcem

DOJ Press Relsass Hawaii Star Advertiser

LAITH WALEED ALEBBINI

iecs | € WPo

Federal Judgs Walter H. Rice comvicted Laith Waleed
Alebbini, a 28~vearold resident of Dayton, Ohio, on
one count of attempted material support to 15 and
one count of conspinng to provide material support
to 5. According to the court documents, Alebbini ex-
pressed an affinity for 1S to multiple friends before
atempting o travel and join the organization in Syria.
Alebbini planned to cross the Turkish border into Syria
and join IS as a suicide bornber. Authorities amest-
ed Alebbini on April 26, 2017 as he approached the
TSA securty checkpoint &t the Cincinnat/Morthem
Kentucky International Airport. ssurces: DoJ Frese

Relsass, DOJ EBoothsrn oOhio  Press Relsass

Cinocinnati Enguirer

KASSIM TAJIDEEN
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Kassim Tajidesn, & 63-year-old resident of Beirut,
Lebanon, pleaded guilty to one count of conspiracy 1o
commit money laundering. In 2009, LS. Department
af the Treasury designated Tajidesn as a Specially
Designated Global Terrorist for his financial support
to Hezbollah. In Movember 2016, authorities issued
an 11-count indictrment against Tajideen for evading
5. sanctions imposed on himself. Tajidesn and
S co-conspirgtors conducted owver 530 million in
transactions, restructuring and misrepresenting his
businesses to buy food commodities and security
equipment in viclation of U.5. sanctions. Authorities
amested Tajidesn in Morocco in March 2017 and
extradited him to the United 5tates. sources: Dog
The Wamhington Post

Press Relasns

AHMED MOHAMMED EL GAMMAL

DEC 18 @ g~

US. District Judge Edgardc Ramos sentenced
Ahmed Mohammed El Gammal, a 48-year-old res-
ident of Arizona, to 12 years in prison. From 2014-
2015, El Gammal actively suppontsd IS online and
helped recruit 24-year-old Mew York resident Samy
El-Goarany. In May 2015, Samy El-Goarny traveled




1o Syria to join and fight with 13, El-Goarmy disd in
combat in Mowvember 2015, El Garmmal facilitated
El-Goarry's travel and remained in contact with hirm
during his 1S training. Authorities arrested El Gammal
on August 24, 2015 A jury comvicted Bl Gammal on
four federal terrorismm charges on January 30, 2017

Sourocess 0o FPrems Selesmes AP Hews

ABDULRAHMAN EL BAHNASAWY
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U.S. District Judge Richard M. Berman sentenced
Abdulrahiman El Bahnasawy, an 20-year-old Canadian
citizen and resident, 1o 40 years in prison. According 1o
court documents, El Bahnasawy communicated and
plotted with Talha Haroon and Russell Salic 1o con-
duct large-scale bombing attacks on several targets
in Mew York City on behalf of 15, Authorities arrest-
ed El Bahnasawy on May 21, 2016 when he traveled
frormm Canada to the Mew York City area in prepara-
tion for the attacks. In October 2016, El Bahnasawy
pleaded guilty to seven counts of material support
and explosives charges. socurces: Do SoHY Fress

Feleames 0OJ Press Beleass CEC Canads

Program on Extremism For the latest rezearch on extremnizsm and terrorism in the U_S | wisit

THE GEDRGE WASHINGTOM UMIYERSITY exiremismogwul edu or follow @gwupoe on Twitter

REPORTING

Should you have any information about any crime or suspicious activity, please contact the Sheriff&
Office. In the case of an emergency, please dial 911. For non-emergency events in progress, please
dial (804) 365-6140. Other non-emergency information can be shared at SHIELD@hanovercounty.gov
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