
 

 

 

 

 

THE SHIELD  PROGRAM 
 

The SHIELD program establishes a platform connected to a national 

network to keep you infor med as to what is occurring in our 

community and abroad. The program is designed with an 

understanding that crime and terrorism events throughout the 

region, state, nation and even the world, can have an impact on our 

Hanover community. 

The SHIELD program provides community members and 

organizations with information on emerging local and regional crime 

trends as well as evolving terrorist threats  that may impact Hanover 

County. SHIELD is the central destination for community 

organizations to obtain information and engage Sheriffôs Office 

resources.  

HANOVER CRIME TREND AWARENESS 
During the month of 

December 2018, the 

majority of Sheriffôs 

Office requests for 

service have been in 

Zone 20 and Zone 30, 

which encompass much 

of the downtown 

Mechanicsville area and 

areas near Rutland and 

Atlee Station Road, as 

well as along major 

highways. Red indicates 

high activity areas and blue indicates low activity areas. 

Compared to November 2018, December 2018 follows the same 

pattern and concentration of incidents.   
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Figure 1: Shows all the incidents from December 2018. 



 

East End and Central Areas  
 

In the month of December, Battlefield 

Green and High Point Farms 

(highlighted in  RED) and Ash Creek, 

The Pines at Cold Harbor, and Bell 

Creek Park (highlighted in ORANGE) 

were our most active neighborhoods.  

Calls for service from Battlefield Green 

have increased by 40% compared to 

November. The top incidents consisted 

of domestic disputes, larcenies, 

suspicious situations, and 911 hang-

ups.  

The amount of calls for service in High 

Point Farms has decreased by 33%. 

The top incidents consisted of 911 

hang-ups, disorderly conduct, noise 

complaints, suspicious activity, 

attempts to locate, and traffic -related 

incidents.  

Ash Creek, The Pines at Cold Harbor, 

and Bell Creek Park calls for service 

have all stayed the same compared to 

November. The top incidents for Ash 

Creek consisted of 911 hang-ups, 

suspicious situations, forgery, and 

domestic disputes. The Pines top calls 

for service consisted of disorderly 

conduct, attempts to locate, assists, 

and suspicious situations. Bell Creek 

Park calls for service consisted of 

mostly 911 hang-ups and commercial 

alarms.  

Pebble Creek, Spring Meadows, The Bluffs at Bell Creek, Kosmo Village, Northlake, and Robin Ridge 

are also noted to have a high number of service calls, mostly consisting of 911 hang-ups, mental 

subjects (mostly from Robin Ridge), other incidents, larcenies, and suspicious activity. 

Figure 2: Shows the most active subdivisions in the East End. 

Figure 3: Shows the most active subdivisions the Central Area. 



 

INCIDENT ACTIVITY  

HCSO Investigators Seek to Identify 

Robbery Suspect  

Hanover, VA ï On December 7, 2018, at approximately 4:53 p.m., the Sheriffôs Office 

responded to a bank located in the 9600 block of Sliding Hill Road for a reported robbery.  

 

The suspect entered the business and presented a note to the bank teller demanding money. 

No weapon was displayed. 

 

The suspect is described as a white male with eyeglasses, wearing a gray stocking cap, 

beige-colored coat and blue jeans. He was last seen leaving the area on foot. 

 

Photographs of the suspect are shown below. 

Anyone with information about this incident is asked to contact the Hanover County 
Sheriffôs Office at (804) 365-6140 or the Metro Richmond Crime Stoppers at (804) 780-
1000. Citizens can also download the ñP3 Tipsò app for their mobile device to submit their tip. 
Both Crime Stoppers methods are anonymous. 
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Deputies Seek to Identify Larceny Suspect  

Hanover, Va. ï On December 19, 2018, deputies 

responded to the AT&T store located in the 9200 block 

of Chamberlayne Road for a reported shoplifting. The 

suspect is believed to have stolen an electronic device 

from the business. 

 
The suspect is described as a Hispanic female with a 

thick accent, 5ô to 5ô 1ò in height, approximately 120 lbs., 

with brown hair and brown eyes. The suspect was also 

carrying an infant at the time of the incident.  

 

Anyone with information about this incident, or who can 

identify this suspect, is asked to contact the Hanover 

County Sheriffôs Office at (804) 365-6140 or the Metro 

Richmond Crime Stoppers at (804) 780-1000. Citizens can 

also download the ñP3 Tipsò app for their mobile  devices to submit their tip. Both Crime Stoppers 

methods are anonymous. 

 

 

 

 

 

 

 

 

 

 

Suspect Image 1 



 

CRIME PREVENTION  

SHIMMING  
 
A new form of scamming or skimming has come to the attention of the technology experts and law 
enforcement. The new form is called ñshimming.ò  This is a new expanded technique to skimming.  
Shimming is where the scammer attacks the chip in your card. They put what they call a ñshimò into 
the slot where you insert your card in the reader. The ñshimò is a paper-thin, card-sized device thatôs 
embedded with a microchip. If you put your card into a reader that has a ñshimò inside of it, the device 
will copy and save your information, including your PIN and card number. It can be quickly and easily 
installed into a machine by the scammer while they pretend to be conducting a transaction.  If a 
consumer inserts their card into a compromised gas pump, ATM, or retail point of sale reader, their 
PIN and account number are captured. This begins the fraud. Shimmers are made of a thin, flexible, 
printed circuit board and microprocessor chip and inserted in the capturing device. Once installed, the 
microprocessor on the shimmer is programmed to function as a chip-in-the-middle, where it relays the 
commands to the victimôs chip card and back while recording information from the chip card. The shim 
has to be manually retrieved by the scammer before they can utilize the information they have 
gathered.  This information is later extracted by the attacker and used to clone fake magnetic strip 
cards. However, it canôt be used to fabricate a chip-based card. Shimmers are harder to detect than 
skimmers because they are completely inserted into the reader, making them virtually invisible.  No 
part of the shimmer is external, so it canôt be seen unless the device is taken apart and examined. 
Once the scammer has the information, the card can be cloned as a magnetic strip card to be used or 
sold.  
 
The shimmers have been proven successful, but only if the issuing banks fail to properly authorize card 
transactions. By using different card verification values (CVV/Card Verification Value, the 3-digit number 
on the back of your card) for chip cards and magnetic cards and regularly checking CVVs during 
transactions, attackers will not be able to clone magnetic cards using this technique, thus effectively 
preventing this category of fraud. Shimming -cloned cards can be used, however, in internet 
transactions where a CVV is not required. 

 
 
   
 

 

 

 

 

 

 

 



 

To reduce the risk for you as a consumer, we suggest you use gas pumps that are closest to the 
cashierôs booth or ATMs that are inside your bank and not stand-alone where scammers have 
unmonitored access to the machines. In addition, use your credit card when using any readers instead 
of your debit card.  The reason we suggest this is because your debit card is directly tied to your 
checking or savings account, which may allow these thieves to drain your accounts; a credit card isnôt 
tied to your banking accounts.  It is also a good idea to add alerts to your cards, change pa sswords 
frequently and check your statements often.  
 
 
Sources: 
https://blog.dieboldnixdorf.com/atm -security-skimming-vs-shimming/#.XDZo8VxKiUk 
 
https://krebsonsecurity.com/tag/atm -shimming/ 
 
https://www.helpnetsecurity.com/2018/05/11/atm -attacks/ 
 
http://www.nbc12.com/2019/01/01/scam -alert-shimming-is-new-skimming/ 

 

 

https://blog.dieboldnixdorf.com/atm-security-skimming-vs-shimming/#.XDZo8VxKiUk
https://krebsonsecurity.com/tag/atm-shimming/
https://www.helpnetsecurity.com/2018/05/11/atm-attacks/
http://www.nbc12.com/2019/01/01/scam-alert-shimming-is-new-skimming/


 

 



 

TERRORISM AWARENESS 
 

 



 

 

 



 

 

 

REPORTING  
Should you have any information about any crime or suspicious activity, please contact the Sheriffôs 

Office. In the case of an emergency, please dial 911. For non-emergency events in progress, please 

dial (804) 365-6140. Other non-emergency information can be shared at SHIELD@hanovercounty.gov.  
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